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What this talk is not about:
« SCCM fundamentals
« Attack path execution
« Attack path detection

What this talk is about:

« SCCM attack path prevention

« Step-by-step reference guide

« Potential pitfalls (and bypasses)

« War stories and real-world context




Who is this talk for?

e Defenders who want to better
understand SCCM attack paths and
which mitigations are best suited for
their environments

e System administrators who want to
implement mitigations for known
SCCM attack paths

e Offensive security pros who want to
understand misconfigurations, their
potential bypasses, and how to
better report issues to clients

s MEMedeneralor.net



Misconfiguration Manager
SCCM Attack Path Management Knowledge Base

e Co-authored with Duane Michael (@subatOmik)

e Step-by-step foundational, offensive, and
defensive write-ups for known techniques

e A taxonomy to simplify and
demystify concepts (a la Certified Pre-Owned)

e Based on MITRE ATT&CK MISCANEFIEURATIEN

e PowerShell script to identify TAKEOVER and NMNLANALAGER

ELEVATE issues

https://misconfigurationmanager.com



Misconfiguration Manager Taxonomy

Attack Techniques

@ ® & 8 E

Defense Techniques

https://misconfigurationmanager.com




Hierarchy TAKEOVER

Gaining complete control of all client devices in the SCCM hierarchy

e How can attackers take over a hierarchy?
o Obtain the Full Administrator role in ANY site
o The site database is replicated to all sites
o Own one Primary Site, own them all

e \Why do we care?
o Allows arbitrary command execution on all clients
o Allows access to features like CMPivot, Run Script
o Allows the ability to impact the availability of software

https://posts.specterops.io/sccm-hierarchy-takeover-41929c61e087




Hierarchy TAKEOVER

Key concepts

e Each site server's domain computer account must be:

o Local admin on every site system role (i.e., every SCCM server)
o Sysadmin in the site database

e Attackers can force this account to authenticate to an arbitrary IP
address and use the creds to impersonate the site server to other SCCM
servers, then grant themselves the Full Administrator role

e As defenders, if we can prevent NTLM authentication with relayed

credentials, we prevent most known TAKEOVER and ELEVATE
techniques

s://posts.specterops.io/sccm-hierarchy-takeover-41929c61e087




SCCM Hierarchy Takeover Attack Paths
= = B

NTLM coercion and relay to NTLM coercion and relay to NTLM coercion and relay
MSSQL on remote site database SMB on remote site database to HTTP on ADCS

54

NTLM coercion and relay from NTLM coercion and relay to
CAS to origin primary site server AdminService on remote SMS Provider

* el

NTLM coercion and relay NTLM coercion and relay NTLM coercion and relay
to SMB on remote to SMB between primary HTTP to LDAP
SMS Provider and passive site servers on domain controller




SITE-SERVER - Remote Desktop

Microsoft Configuration Manager (Connected to PS1, Aperture Science - SITE-SERVER.APERTURE.LOCAL)

- Home

Add User Saved
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Create Search
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Real World Examples
TAKEOVER

¥ CMPivot (Connected te 123 - Primary Site - All Desktop and Server Clients) - m] X
Entities A Home Query
[Search J ] pRunQuery ll ) 9 & > 5% Create Collection 1 Export ~ ¥y
B8 DiiverVxD A || fFile('C:\Users\*\.aws\*")
+--fH EmbeddedDevicelrformati
#-F8 Environment
#-EH EPStatus
&-E) EventLog()
=-EB) File)
Device - = i - -
3 Device FileName Mode LastWrte Time Size Version SHA256Hash
el B IS C:\Users\domainadmin'\.aws"config -a— 3/31/2025 12:05 PM | 4 SF86D081884C7D659A2FEAANCS55AD015A3BF4F1B2B0B822CD15D6C15B0F0(]
SCCM-SITESRV | C:\Users\domainadmin'\.aws'\credentials | -a— 3/31/2025 12:05 PM | 4 9F86D081884C7D659A2FEAANCS55AD015A3BF4F1B2B0B822CD 15D6C15B0F0(]
SCCM-DISTRO | C:\Users\domainadmin'.aws'config a— 3/31/2025 12:05 PM | 4 9F86D081884C7DE59A2FEAANCS5AD015A3BF4F 1B2B0B822CD15D6C 15B0F0]
i SCCM-DISTRO | C:\Users\domainadmin'.aws"credentials |-a-— 3/31/2025 12:05 PM | 4 9F86D081884C7D659A2FEAANCS5AD015A3BF4F1B2B0B822CD15D6C15B0F0(
m CMEtStI:Jh SCCM-sQL C:\Users\domainadmin\.aws"\config a— 3/31/2025 12:05 PM | 4 9F86D081884C7D653A2FEAANCS55AD015A3BF4F1B2B0B822CD15D6C15B0F0(]
- ileConte: 1 ! ! |
-8 FileShare SCCM-sQL C:\Users\domainadmin\.aws'\credentials |-a— /3172025 12.05PM |4 9F86D081884C7DE59A2FEAANCS5AD015A3BF4F1B2B0B822CD15D6C 15B0F0]
B Fimware SCCM-MGMT | C:\Users\domainadmin'.aws"config a— 3/31/2025 12:05 PM | 4 SF86D081884C7D659A2FEAANCS5AD015A3BF4F1B2B0B822CD15D6C15B0F0(]
(#-E8 IDEControll [
‘+ FR i SCCM-MGMT | C:\Users\domainadmin'.aws'\credentials | -a— 3/31/2025 12:05 PM |4 9F86D081884C7D659A2FEAANCS5AD015A3BF4F182B0B822CD15D6C15B0F0(
B8 InstalledExecutable
#-ER InstalledSoftware = =
&-E8 IPConfig
-f IRQTable Query Results Query Summary
+-fH Keyboard v
< > Query completed on 5 of 8 clients (3 clients offline and 0 failures) id(16778562) | All Desktop and Server Clients | 8 objects




TAKEOVER Prevention

Just disable NTLM for the domain, it’s easy!

» Just kidding, please don’t do this

» This recommendation is common (Chris is guilty of making it) but it isn’t
feasible to just flip the switch in many organizations

« Careful monitoring must take place beforehand to identify clients that
don’t support Kerberos

» However, this fix doesn’t account for Kerberos relay attacks

Deprecating NTLM Is Easy and Other Lies We Tell Ourselves - https://www.youtube.com/watch?v=zlhoAYsSd4c




TAKEOVER Prevention

Security Features

e Signing
o A digital signature of each message is attached to the message, preventing
tampering
o Uses a shared session key to hash message
e Channel binding (e.g., extended protection for authentication, or EPA)
o Prevents MITM/spoofing attacks by binding authentication to the secure channel

o Token from secure outer protocol (TLS) is embedded in each authentication
message, preventing tampering

e Disable/block connectivity to protocols that don’t support these features

https://support.microsoft.com/en-us/topic/kb50054 1 3-mitigating-ntim-relay-attacks-on-active-directory-certificate-services-ad-

cs-3612b773-4043-4aa9-b23d-b87910cd3429




TAKEOVER/ELEVATE Prevention

Prevent Relayed Credentials from Authenticating Successfully

Require EPA on AD CS and site databases PREVENT-14
Require SMB signing on site systems PREVENT-12
Disable and uninstall WebClient on site servers PREVENT-11
Block unnecessary connections to site systems PREVENT-20
Require LDAP channel binding and signing PREVENT-13

IMPORTANT: Implementing these settings will impact connectivity and/or performance
and we have only personally tested them in a lab environment, so it is crucial to first
audit and test these changes in your environment before implementing in production.

ithub.com/subatOmik/Misconfiguration-Manager/blob/main/defense-techniques/ defense-techniques-list.md




Require EPA on AD CS

PREVENT-14

Ej Internet Information Services (IIS) Manager

(- ‘P » ADCS » Sites » Default Web Site » APERTURE-ADCS-CA_CES_Kerberos »
. File View Help
On AD CS servers: =

- ” 18 ‘% /APERTURE-ADCS-CA_CES_Kerberos
| - h_ Start Page Home

1. Open IIS Manager " 0CS GreRnRE abacie

@ Application Pools Filter: - 57 Show All | Group by: =
v - @ Sites s L. g
1 & 1 ” v &P Default Web Site = ’
2. Expand the connection, “Sites”, s || B B @ B B
Py . ’ ¥ APERTURE-ADCS-CA_CES Kerberos ."aSP Authentic.. Compression  Default Directory
a n d D efa u It We b S Ite ZSPnnEﬂ'c:;enl Document Browsmg
#.| CertEnro - o .
P CenSrv & s & s &
B (13 ” H Error Pages Failed Handler HTTP HTTP
3 N CI ICk O n Ce rtS rv to CO nfl g u re Request Tra... Mappings Redirect Respon...

= ¢ N0 -

the Certificate Authority N S S A
Enrollment Service

&

4. Double-click “SSL Settings” . :

 Features View Content View

-certificate-services-ad-

Cs-3612b773-4043-4229-b23d-b87910cd3429



Require EPA on AD CS

PREVENT-14

5. Check the box next to
“‘Require SSL”

6. Click “Apply”

If this setting is not applied,
relaying to HTTP instead of
HTTPS will bypass EPA

cs-3612b773-4043-4aa9-b23d-b87910cd3429

€ Internet Information Services (1IIS) Manager
« $ » ADCS » Sites » DefaultWebSite » CertSrv »
File View Help
Connections

Qe iz 8 & sSL Settings

W} Start Page
v ""1 ADCS (APERTURE\labadmin)
.} Application Pools

This page lets you modify the SSL
settings for the content of a website

or application.
F4 Require SSL

Client certificates:

v @ Sites
v @ Default Web Site
P ADPolicyProvider_CEP_Kerberos
v ¥ APERTURE-ADCS-CA_CES_Kerberd

@® Ignore
Traces 219
~
aspnet_client (U Accept
+ | CertEnroll O Require
¥ CertSev
< > - Features View || Content View

Configuration: ‘localhost’ applicationHost.config, <location path="Default Web Site/CertSrv">

5 xlg

=7

& x

-attacks-on-active-directory-certificate-services-ad-




Require EPA on AD CS

PREVENT-14 e s

G_‘; Internet Information Services (IIS) Manager
= P » ADCS » Sites » Default WebSite » CertSrv »
7. Click on the “CertSrv” sit ' R
. Click on the “CertSrv” site again | _
Q- ” 18 ‘f /CertSrv Home
3 i - .
1 “A th t' t' ” &3 Start Page = -
8. Double-click “Authentication T e SN - % Go - G showas :
) Application Pools s « B
v - @ Sites | P
v @ Default Web Site (4 5‘5 Al
‘¥ ADPolicyProvider_CEP_Kerberos ASP Amhi‘ 3 alc £ Dcfoh
-4 enticati | Compression aul
v % APERTURE-ADCS-CA_CES_Kerberos = Deicsiani
Traces -
aspnet_client = % | E il b 4 (|
4+ CertEnroll 7 = s .
P CertSrv Directory  Error Pages Failed Handler
Browsing Request Tra... Mappings
3 .: .}—"E Hh J].l.
HTTP HTTP Logging  MIME Types
Redirect Respon...
" q N < &
on e S 3]
Modules Output Request SSL Settings
Caching Filtering >
< > + | Features View ‘ Content View

-attacks-on-active-directory-certificate-services-ad-

cs-3612b773-4043-4aa9-b23d-b87910cd3429



Require EPA on AD CS

PREVENT-14 ] e

« ‘P » ADCS » Sites » Default WebSite » CertSrv »

File View Help

9. Right click “Windows T @ Authentication

Authent'cat'on” . €3 ADCS (APERTURE\labadmin) SRR No Grouping

L Application Pools Name Status Response Type

w - @) Sites Anonymous Authentication Disabled

1 O Cl . k “A S ] 1}] v @ Default Web Site ASP.NET Impersonation Disabled
. I C dva n Ced ettl n g S ‘P ADPolicyProvider_CEP_Kerberos Forms Authentication Disabled HTTP 302 Login/Redirect
v -(# APERTURE-ADCS-CA_CES Kerberos| | Windows Authentication Enabled HTTP 401 Challenge
Traces
11 H 7 Advanced Settings ? X

11. Set “Extended Protection” to B sy b

7 . ” ¥ Centsrv Extended Protection:
Required B 3

Click here for more information online

1 2 . Cl iCk “O K” F4 Enable Kernel-mode authentication

By default, IIS enables kernel-mode authentication, which may improve
authentication performance and prevent authentication problems with

Setting to “Accept” will not prevent il st
. application pool is configured to use a custom identity.

NTLM relay attacks if the coerced

client doesn’t support channel binding P

Cancel

-attacks-on-active-directory-certificate-services-ad-

cs-3612b773-4043-4aa9-b23d-b87910cd3429




Require EPA on AD CS

PREVENT-14

13.Repeat steps 3-12 for the
Certificate Enrollment Web
Service (“APERTURE-ADCS-
CA_CES_ Kerberos” in the
example)

cs-3612b773-4043-4aa9-b23d-b87910cd3429

Gj Internet Information Services (IIS) Manager
e P » ADCS » Sites »

File View Help

Default Web Site » APERTURE-ADCS-CA_CES_Kerberos »

Connections
e 128 &) /APERTURE-ADCS-CA_CES_Kerberos
dj Start Page Home
w 93 APCS (APERTURE\labadmin) Filter: G Show Al 2
..} Application Pools S z
v @ Sites I Q s
» £
v & Default Web Site (%] n {
9 _ADPolicyProvider CEP Kerberoc e = L
% APERTURE-ADCS-CA_CES_Kerberos ASP Authentic... Compression Dc[,):f:‘:itm
u
Traces
aspnet_client -- !" f L 1=h !
» | CertEnroll 2 404 i 10X Y
D CertSrv Directory  Error Pages Failed Handler
Browsing Request Tra... Mappings
Lt ksl =
HTTP HTTP Logging  MIME Types
Redirect Respon...
o o 2 %
Modules Output Request SSL Settings
Caching Filtering v
< > I Features View Content View

-attacks-on-active-director

-certificate-services-ad-




Require EPA on AD CS

PREVENT-14

14. Append “<%windir%>\systemdata\CES\<CA> CES_Kerberos\web.config”:

<binding name="TransportWithHeaderClientAuth">
<security mode="Transport">
<transport clientCredentialType="Windows">
<extendedProtectionPolicy policyEnforcement="Always" />
</transport>
<message clientCredentialType="None" establishSecurityContext="false" negotiateServiceCredential="false" />
</security>
<readerQuotas maxStringContentLength="131072" />
</binding>

15. Restart the IS service by issuing the “iisreset /restart” command

ort.microsoft.com/en-us/topic/kb5005413-mitigating-ntim-relay-attacks-on-active-directory-certificate-services-ad-

cs-3612b773-4043-4aa9-b23d-b87910cd3429




Require EPA on site databases
PREVENT-14 -

File Action View Help

O .t d t b ) 48 saL Server Configuration Manager (Local)
B B SQLServer Services ;:::otocois for MSSQLSERVER
_Q_ SQL Server Network Configuration (32bit) |-

& sqL Native Client 11.0 Configuration (32b|| Protocols for MSSQLSERVER Properties ? X

1. Open Sql Server Configuration Manager B2 e tension or s Srve —

_i SQL Server Network Configuration
55 SQL Native Client 11.0 Configuration B General

i “ O = ” B0 Azure Extension For SQL Server Yes _
2. Click “Sql Server Network Configuration e -

3. Right click “Protocols for
MSSQLSERVER?”, then click “Properties”

4. Set “Force Encryption” to “Yes”

If this setting is not configured, only service
binding is enforced (not channel binding) el e

encryption is enforced on the SQL Server 2022, and beyond, this setting woul...

Cancel Apply Help

protection?view=sql-server-ver16




Require EPA on site databases
PREVENT-14 _

‘o
File Action View Help

o= 2 B d= H

5. Navigate to the “Advanced” tab B 52 s ot g | o

B sau server services B~ Protocols for MSSQLSERVER
i SQL Server Network Configuration (32bit)

£ 5QL Native Client 11.0 Configuration (32b|| Protocols for MSSQUSERVER Properties ? x

6 . Set “Extended Protection” tO l— Azure Extension For SQL Server

Ii SQL Server Network Configuration
%, SQL Native Client 11.0 Configuration B General
Acce

11 . ”
Req u I red l Azure Extension For SQL Server prti-d NTLM SPNs
Required =|
. 11 7 11 ”
Click “Apply?, then “OK

Restart the “SQL Server
(MSSQLSERVER)” service

Setting to “Allowed” will not prevent
NTLM relay attacks if the coerced client e
doesn’t support channel binding

Flags Certificate Advanced

https://learn.microsoft.com/en-us/sgl/database-engine/configure-windows/connect-to-the-database-engine-using-extended-
protection?view=sql-server-ver16




Require SMB Signing on Site Systems

PREVENT-12

On every site system role: S = H M
. File Edit View Favorites Help
1 O pe n reg ed It Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters
KsID A || Name Type Data
i ksthunk ab|(Default) REG_SZ (value not set)
Navigate to I -
B KtmRm #8|autodisconnect REG_DWORD 0x0000000f (15)
H KL M\Syste m\CU rre ntControISet\SerV|CeS\ v lanmanServer || 84| EnableAuthenticateUserSh.. REG_DWORD 0x00000000 (0)
Aliases 4| enableforcedlogoff REG_DWORD 0x00000001 (1)
LanManServer\Parameters\ AutotunedP || el hlesecuritysignature REG DWORD 0x0000000 (0)
Ce':s ; | Guid REG_BINARY 83 71f0a07d 51 0b 46
DefaultSecu \ . .
13 g 0 0 ” ) ab|NullSessionPipes REG_MULTI_SZ
3 . Set Req uli resecu ”tyS I g n atu re to 1 Linkage L2 e quiresecuritysignature [T 0x00000001 (1)
. - i Y Pari?;::\elrlz\ #restrictnullsessaccess REG_DWORD 0x00000001 (1)
Equivalent GPO: “Microsoft network client: Shareprowid || isenvceDIl REG EXPAND SZ  S6SystemRoot\systems3
. a o 0 0 » . Shares #5|ServiceDIIUnloadOnStop REG_DWORD 0x00000001 (1)
Digitally sign communications (always) e e [
< > < >

Configuring this setting “if client agrees” or “if
server agrees” does not offer relay protection

https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/overview-server-message-block-signin




Disable and Uninstall WebClient on Site Servers
PREVENT-11

O n eve ry p ri ma ry Site server, ce ntra | ‘ E¥ Administrator: Windows Powershel -

Windows PowerShell

administration Site Server’ and passive Site Server: Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

1 . O pe n Powe rS h e I I (Ad m | n |Strat0 r) PS C:\Users\labadmin.APERTURE> Get-Service WebClient

2. Execute the following command:
O Uninstall-WindowsFeature -Name WebDAV-

. Name Install State
RedlreCtor [X] WebDAV Redirector I;J;E-)I;AV-Redirector Installed
3 . At the n ext o ppo rtu n ity’ resta rt the Se rver to PS C:\Users\labadmin.APERTURE> Uninstall-WindowsFeature WebDAV-Redirector

Success Restart Needed Exit Code Feature Result

complete the change

SuccessRest... {WebDAV Redirector}
WARNING: You must restart this server to finish the removal process.

If WebClient is installed but not running, it can
potentially be triggered to start and be abused

PS C:\Users\labadmin.APERTURE> _

https://learn.microsoft.com/en-us/windows-server/storage/file-server/smb-interception-defense?tabs=group-polic

the-webdav-protocol



Block Unnecessary Connections to Site Systems
PREVENT-20

Site servers (including primary site, central administration site, and passive
site servers):

« TCP/445 (SMB) - inbound and outbound

Site database servers:
« TCP/445 (SMB) - inbound
« TCP/1433 (MSSQL) - inbound




Block Unnecessary Connections to Site Systems
PREVENT-20

There is no support for relay protection on the SMS Provider AdminService!

It is imperative to restrict the following ports on SMS Providers (including site
servers):

* TCP/443 (HTTPS) - inbound
e TCP/445 (SMB/WMI) - inbound
If necessary, move SMS Providers to a system without client-facing roles

Restricting connections to TCP/443 and TCP/445 isn’t feasible when the server also
hosts client-facing roles (e.g., management point, distribution point), so these ports
are often open

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/ports




Require LDAP Channel Binding and Signing

PREVENT-13

1. Configure Windows clients and domain controllers to negotiate channel binding
and signing via GPO when supported

2. Monitor events to identify clients that may not comply with signing or channel
binding requirements

3. After handling outliers, require LDAP channel binding and signing

If only channel binding is required, relay to LDAP with StartTLS is possible
because TLS is established after NTLM authentication is complete

If only signing is required, relay to LDAPS is possible (pre-Windows Server 2025)
because TLS traffic is signed

s://www.hub.trimarcsecurity.com/post/ldap-channel-binding-and-signin




Client Push Installation

Overview

e Deploys the client software remotely from the site server
e Copies files to the ADMIN$ share and executes the installer

e Uses configured credentials and the site server's domain computer
account, which must be a local admin to install the client software

e Can be initiated manually or automatically when new devices are
discovered (e.g., in a certain domain/subnet)

spzcTIR

https://medium.com/specter-ops-posts/coercing-ntim-authentication-from-sccm-e6e23ea8260a




Automatic Site-wide Client Push Installation Abuse
ELEVATE-2

e Attackers can register a fake device record in SCCM by sending
requests to a management point

e This will cause the site server to authenticate to an arbitrary IP
address specified for the fake device

e Incoming NTLM authentication can be cracked or relayed to other
workstations or SCCM servers (where the site server has admin
privileges by default)

https://medium.com/specter-ops-posts/coercing-ntim-authentication-from-sccm-e6e23ea8260a




ELEVATE-2 Prevention

Disable Automatic Client Push Installation and Fallback to NTLM

Disable automatic site-wide client push installation PREVENT-3
Patch site server with KB15599094 PREVENT-1
Disable Fallback to NTLM PREVENT-2

Require PKI certificates for client authentication PREVENT-8

None of these prevent Kerberos relay if an SCCM admin initiates a manual client push installation

Use another method of client installation instead of client push installation. Choose an option
that "pulls" the client installer from a server hosting the files instead of using a privileged account to
"push" the client installer to the device, for example software update or GPO-based installation.

ithub.com/subatOmik/Misconfiguration-Manager/blob/main/defense-technigues/ defense-techniques-list.md




Other Potential Solutions to Prevent TAKEOVER

Don’t try this at home!... or do, and tell us what happened

Microsoft hasn’t provided an official response supporting any of these ideas:

* Add all site servers to the “Protected Users” group
* Prevents site servers from using NTLM for authentication

* Restrict outbound NTLM from site servers to only necessary systems

* Restrict inbound NTLM to site databases and SMS Providers to only necessary
systems

These solutions do not prevent Kerberos relay

To their credit, Microsoft did add official support for EPA to the site database, so
hopefully we’'ll make progress on these as well!




CRED Attacks




Machine Policy Secrets

Downloaded from Management Points

e Network Access Accounts (NAA)

o Domain accounts used by systems that are not joined to AD to download content
from software distribution points

e Task Sequences

o Step-by-step instructions executed by clients, often for operating system
deployment or complicated software installations/setup

e Collection Variables

o Environment variables defined for a device collection to access

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts




Machine Policy Secrets

Downloaded from Management Points

e May contain obfuscated domain join credentials, local admin credentials,
RunAs credentials

e Can be requested from a management point and deobfuscated

e Credentials are stored on clients as DPAPI blobs protected by the
system's masterkey

e Retrievable via WMI as a privileged user

e Remain in CIM repository after client is uninstalled or account rotation
o C:\Windows\System32\Wbem\Repository\OBJECTS.DATA

https://subatOmik.medium.com/the-phantom-credentials-of-sccm-why-the-naa-wont-die-332ac7aalab9




¥  — spherel XN + = O X
< C 25 alms2408-desktop.specterops.training/#/client/MTQAYwBwb3NOZ3JIc3Fs = g @ O -

9¢ Applications - *- Terminal - testsubjectl... n 08.14.2024 00:26

Terminal - testsubjectl@spherel: ~/tools/pxethiefy

Edit View Terminal Tabs Help

testsubjectl@spherel: $ sudo python3 ~/tools/pxethiefy/pxethiefy.py |}




CLIENT - Remote Desktop

O B Administrator: Windows Pow« X Qi | 1B = o X

PS C:\Users\labadmin.APERTURE\Desktop> .\SharpSCCM.exe local secrets -m wmi

10:29 PM
6/11/2024 ‘

A G & Fw




Real World Examples

Overprivileged Policy Secrets

e Domain join account in PXE boot
task sequence Owns all computers
in the domain

e Remember to change ownership
and remove rights assignments from
accounts that do not require them

Creds in PXE boot task sequences can
be retrieved remotely if there is no PXE
password or a weak one

:/lgithub.com/subatOmik/Misconfiguration-Manager/blob/main/defense-techniques/PREVENT/PREVENT-17/prevent-17 description.md




CRED Prevention

Protect Secrets Stored in Machine Policies

*Configure Enhanced HTTP PREVENT-4

Disable network access accounts PREVENT-3 and PREVENT-15
**Enforce the principle of least privilege for accounts PREVENT-10
Configure a strong PXE boot password PREVENT-6
Restrict permissions to join machines to AD PREVENT-16

*Configuring PKI certificates for client authentication (PREVENT-8)
would be ideal but involves a lot of overhead compared to EHTTP

**If you must have an NAA, disable interactive logon and restrict to
read-only access to distribution point network shares

ithub.com/subatOmik/Misconfiguration-Manager/blob/main/defense-technigues/ defense-techniques-list.md




Configure Enhanced HTTP

PREVENT-4

8 Microsoft Configuration Manager (Connected to PS1, Aperture Science - SITE-SERVER APERTURE.LOCAL) - o X

1. Open the Configuration D B B N6 8

y =
. Hierarchy Saved T e SetSecurity | Properties
< e3¢ Settings Searches = S_‘e Se\:ngs Scopes 2 =
M an ag er ( ;O Nnso | e o | sewn ety | printas
L v 'I:ig \ » Administration » Overview » Site Configuration » Sites >
< Sites 1 items
2. Navigate to Administration > e
. -
ko 3 State oite Code ra
S -t C f- t- > S -t &> Servers and Site System Roles -] PS1 - Aperture Science Primary site SITE-SERVERAPERTURE.LOCAL  Site Active PS1
Ilte conriguratuon Ines 85 Cient Setngs -
g , "

Security
- Mistribytion Pointe

then click the site Fy——

f"-‘. Software Library
- Aperture Science

3. Click “Properties” -

Site Code: PS1 Location: ~
';3 Community Server Name: SITE- Move Status:
SERV Move Progress (%): 100
Summary | Nodes | Maint Task:

Ready

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/enhanced-htt




Configure Enhanced HTTP

Aperture Science Properties X

PREVENT-4 soomet et s Sprusco el
Ste system settings
o “ 0 0 . ’ Select the communication method (HTTP or HTTPS) for the ste systems that use IIS. To use HTTPS, the
4. Click the “Communication Security” tab v v F v s et b it oo
(O HTTPS only
5. Select “HTTPS or (E)HTTP” @ HTTPS or HTTP

[ Use Configuration Manager-generated certficates for HTTP ste systems

6. Check the box next to “Use Configuration

Clent settings

Manager-generated certificates for HTTP cpacty setingaforchrts whanhay commmicae i she st e 1S
site systems” 1 U P omonte G sorcntncopbi o et
- 11 7 11 7 e B
7. Click “Apply”, then “OK ocsen ~| [ oy
Criteda Client authentication capabity
. . Mutiole Certficates Select anv cedificate that matches b

Enhanced HTTP does not prevent registration 2 rt check the cotficaterevocaton st CRL)for te sytems
of fake device records to download machine el .
policy secrets or coerce automatic client push | g G| [

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/enhanced-htt
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Disable Network Access Accounts

PREVENT-3

1. Open the Configuration
Manager Console

2. Navigate to Administration
> Site Configuration >

Sites, then click the site

Click “Configure Site
Components”, then
“Software Distribution”

B Microsoft Configuration Manager (Connected to PS1, Mayyhem Labs - pss.mayyhem.com)

- Home |All Workspaces “ | Search
" Recover ary Site E s
i ,,[;

‘-
7

A

L’@ Site Maintenance

— O X
~® 01 R

-~

S » ' Status Summarizers Q =
Hierarchy Saved = Manage Configure Site Client = ; Set Security | Properties
Settings Searches ~ ¥ Refresh Content Library Components ~ Installation Settings + 7 Status Filter Rules Scopes
Sites Search Site Software Distribution Classify Properties
% = Fwi it
(— - Hgg \ » Administration » Overview » Site Configuration » S Softwereltipdate bomt v @ ‘
Operating System Deployment
Administration ¢« Sites 1 items Management Point
4| B Goerview Search current node Status Reporting Search Add Criteria ¥
- = - Email Notification -
2| Updates and Servicing leon Name State Site Code | Parent
- Collection Membership Evaluation = =
| Hierarchy Configuration LE PS1 - Mayyhem Labs PTIT—— sy purst Site Active Ps1
* L1 Cloud Services
4 || Site Configuration
E‘i Sites

B Servers and Site System Roles

’;h Assets and Compliance
ey Mayyhem Labs
E‘Q\ Software Library

General
Bl Monitoring =
2 Site Code: PS1
[, Administration Server Name: pss.m

5 ayyhe
’Q Community m/?co

m

Content Library

Location:
Move Status:
Move Progress (%):

100

Related Objects

- Summary ‘lodilrMamtenance Tasks
Ready

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts#actions-that-require-the-network-access-account
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Disable Network Access Accounts
PREVENT-3

4.

Click the “Network Access
Account” tab

Select each account and
click the big red X

When prompted to delete
the only NAA, say “Yes”

Click “Apply”, then “OK”

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-desi

|i; Software Distribution Component Properties X

General Pull Distribution Point  Network Access Account

Specify an account that accesses network locations when the ste contains clients that are
workgroup computers or that are from an untrusted domain

Network Access Account
Token based authentication provides a secure mechanism for content retrieval when a

unique Active Directory identity cannot be used. The Network Access Account is still
required in certain cases

Leam more
(O Use the computer account of the Configuration Manager client

(@ Specify the account that accesses network locations

:

Name

Configuration Manager

This is currently the only Network Access Account for the site,

| If you remove this account, the site might not be able to
function properly. Are you sure that you want to remove the
only Network Access Account from this site?

Yes No

n/hierarchy/accounts#actions-that-require-the-network-access-account



Disable Network Access Accounts
PREVENT-15

8. Open Active Directory Users and Computers
9. Open the “Properties” window for each NAA

10. Click the “Account” tab, check the box next to
“Account is disabled”

11. Click “Apply”, then “OK”
12.Rejoice

networkaccess Properties

Member Of Diakin Environment
Remote control Remote Deskiop Services Profile

? X

Sessions
COM+

General  Address  Account Profie  Telephones  Organization

User logon name:

User logon name (pre-Windows 2000).

mayyhem\ networkaccess

Logon Hours... Log On To..

Unlock account

Account options

USsErcanmoTanar lg' |
Password never expres

Store p

tore password ysing reversible encryption
) Account is disabled

Smart card is required for interactive loaon

Account expires
® Never

End of

OK Cancel Apply

Help

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts#actions-that-require-the-network-access-account




Disable Network Access Accounts
PREVENT-15 B

New password:

Confirm password:

® Alternatively, rotate the password after removing R —
the NAA from SCCM by SeleCtlng “Reset The user must logoff and then logon again for the change to take effect.

Password" in ADUC and revoke any issued Account Lockout Status on this Domain Controller: Unlocked
certificates in Certification Authority. Lt
® |[f the NAA is removed from SCCM but not ool
dlsabled Or the password rotated’ the WMI ;;»‘Jcertsrv—[CertificationAuthority(Local)\mayyhem-CA\Issued Certificates] - ] X
repository on client devices will still contain valid | = > *= H‘*E
Credentlals A C_ertiﬁcationAmhority(Loc; Requ..  Requester Name Certificate Effective Date Certificate Expiration
; . v @ mayyhem-CA ) 2 mayyhem\DC$ 12/18/2024 851 PM 12/18/2025 851 PM
® |f those credentials were at any pOlnt used to - E::Z(';egeif:c':::f E93 mawhem\networkaccess  4/3/2025 240 PM 4/3/2026 240 PM
e . . . = i Open
request a certificate that is still valid, that by e
certificate can still be used for authentication and B e Refreh Export Binary Data.
to get the account’'s TGT and NT hash even after Help ol B
the password has been rotated.
Revoke this Certificate

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts#actions-that-require-the-network-access-account




Configure a Strong PXE Boot Password

PREVENT-6

1. Open the Configuration
Manager Console

2. Navigate to
Administration >
Distribution Points

3. Right click on each
distribution point and
select “Properties”

spzcTIR

https://www.mwrcybersec.com/research items/identifyin

Disable Maintenance Mode

’_‘ Assets and Compliance
DPMAYYHEM.COI [] Propertes

-
£l Software Library

p -

. Monitoring opertes

5 = Location: DP.MAYYHEM.COM
< Administration Distribution Point Group

5 Memb: No
> Community i

= Count of Group

Memberships: 0

8 Microsoft Configuration Manager (Connected to PS1, Mayyhem Labs - pss.mayyhem.com) — O X
Home | All Workspaces * | Search ~ @ 11 &~
- 4 Refresh 0 3"5 ‘é! ) —
= d b =
Saved Set Security Reassign Enable D Properties
Searches = Scopes  Distribution Point Maintenance Mode Mainte de
Search Distribution Point Classify Properties
(— v | §_= \ » Administration » Overview » Distribution Points v =
Administration ¢« Distribution Points 1 items
5 Security Scopes Search current node Search Add Criteria »
= -
3, Accounts lcon Location Site Code  Version | Type Pull Distribution Point Distribution
%, Console Connections i DP.MAYYHEM.COM Ps1 5.00.91... On-premises No No
jf: Distribution Points (3 Refresh F5
25 Distribution Point Groups @ Set Security Scopes
2 Migration F5 Reassign Distribution Point
. Management Insights 2 Enable Maintenance Mode

Related Objects
4 | Applications
4, Packages
Software Update Packages

M. Driver Packages

-
Summary | Drives

Ready

-and-retrievin

m-sccm-mecm-task-sequences




Configure a Strong PXE Boot Password

PREVENT-6 TrT——— -

Rate Limts  Pull Distrbution Point  Security
General Communication PXE  Mulicast Group Relationships Content Content Validation Boundary Groups Schedule

4. Click on the “PXE” tab 2 e PXE mopotforhers

Windows Deployment Services will be installed f required
EA Alow this distribution point to respond to incoming PXE requests

5. Check the box next to “Require a 2 Bt ko ot oot
[ Enable a PXE responder wthout Windows Deployment Sennce
password when computers use PXE" | 0w rons e e
6. Enter a strong passphrase o misese
Confrm password [#e000ssssnsssnsnecss | |
7. Click “Apply”, then “OK” rrr—— e — =
H (® Respond to PXE requests on al network nterfaces
If an uncrackable password is not set, D

task sequences that may contain creds
(and the distribution point’s cert, if using

PKI) can still be dumped remotely Soct e PXE srverepare ey s g |
& Concel || Aoply

https://www.mwrcybersec.com/research items/identifying-and-retrieving-credentials-from-sccm-mecm-task-sequences




Restrict Permission to Join Machines to AD
PREVENT-16: Machine Account Quota

1. Open ADUC on a DC (DL EE L ERY YR EE
o o F et o e
2. Right click the domain object and ¥ 2 AERIURELOCAL
" 0 11} ;Comp.uters General Managed By Object Securty Atribute Editor
select "Properties e el Mt
T} . . " — Es:;”dh””q xgbiiogonﬂmeSyn._ \jEZa> i
Select the "Attribute Editor" tab Do | oot 0
[ Ir:te;erAttribute Editor o x
4. Find the "mS_DS_ : Attribute: ms-05-Machine Account Quota
ovae
MachineAccountQuota” attribute =
Clear Cancel
. objectCategol CN=Domain-DNS CN=Schema,CN=Configur
5. Set the attrlbute to O 2bjiectCIassg ! top; domain; domainDNS 9) o
Edit Fitter
oK Cancel Apply Help

https://learn.microsoft.com/en-us/windows/win32/adschema/a-ms-ds-machineaccount




Restrict Permission to Join Machines to AD
PREVENT-16: User Rights Assignment

B Groug Po age
A;-‘;FI‘E Action View Window Help

e |m X6 HE

1. Open Group Policy Management [ o ceroters oy

File Action View Help

2. Right click “Default Domain Controllers “3 SR XBEINE

\=/ Default Demain Controllers Policy [DC.APERTURE LOCAL] Pelicy Policy - Policy Setting

i » “ it” (% Computer Configurt
o ICy an Se eC I B °”;'°‘“_ erontguratin . Access Credential Manager as a trusted caller Not Defined
o 1] A Everyone Administrators, Authe...

ccess this computer from the network
* Software Settings

~ [ Windows Settings

15 Act as part of the cperating system Mot Defined

A n = . 13 | Name Resolution Policy 1 Add workstations to domain Authenticated Users
o av I g a e O Se r I g S SS I g n l I l e n s (Seartup/Shutdown) i Adjust memory quotas for a pracess LOCAL SERVICE,NETWORK SER...
curity Settings Add workstations to domain Properties 7 x [r=Backup Operato..

nt Policies
Securty Policy Setting  Explain rs,Backup Operaton.

4. Right click "Add workstations to domain" and r— P — e

4| Security Optians =

.
select "Edit" Lo
A Restricted Gi
- CI—— Authenticated Users

4 System Services

7 Registry
> [A File System

5. Remove "Authenticated Users, then click e
“Apply” and “O K” 3 ork Li :nagev olicies
Attackers can still impersonate a client device to

fetch secret policies from a management point
with local admin on any domain-joined computer

on Active Directory (APERTURE.LOC #dd User or Group.

olicy Configuration rs,Server Operators.

ICE, NETWORK SER...
(ADMX files) retrie

s, Window Manag..
5, Print Operators

Cancel Ao rs,Backup Operato...

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-

settings/add-workstations-to-domain



Wrapping It Up

What should | look at next?

e Misconfiguration Manager repo -2
o Slides for this talk
o MisconfigurationManager.ps1 PowerShell script
o DETECT and CANARY techniques
o RESOURCES.md

e New NTLM relay edges in BloodHound

e Josh Prager’s detection guidance SO-CON talk,
“Detecting Configuration Manager Attack
Paths”

e #sccm channel in BloodHound Slack =
(https://ghst.ly/BHSIack)

https://misconfigurationmanager.com



@SPECTER

Any questions?

Chris Thompson (@_Mayyhem)
Garrett Foster (@unsigned_shOrt)




